Owl Data Diodes Map

to the Below Standards for
Oil & Gas Cybersecurity

DHS Seven Strategies

Seven strategies to counter common exploitable weaknesses LEARN MORE i
in "as-built" control systems

CISA

Offers a range of cybersecurity services and resources focused on operational
resilience, cybersecurity practices, organizational management of external
dependencies, and other key elements of a robust and resilient cyber framework

LEARN MORE ¥

BSEE LEARN MORE ¥

Regulations for gathering, storing, and transmitting real-time data from

_J offshore well rigs to onshore monitoring facilities puIIAIRYC z

NEED TO KNOW

TSA Security Directive

List of many new requirements for oil and gas — requirement for developing LEARN MORE ¥
network segmentation policies and controls to ensure that OT systems can -
continue safely operating if an IT system is compromised

IEC 62443

Requirements and processes forimplementing and maintaining electronically LEARN MORE i
secure industrial automation and control systems (IACS)
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https://owlcyberdefense.com/resource/white-paper-7-steps-defend-industrial-control-systems/
https://www.cisa.gov/topics/industrial-control-systems
https://owlcyberdefense.com/blog/securing-bsee-real-time-monitoring-for-offshore-oil-gas-operations/
https://www.tsa.gov/sites/default/files/pipeline_security_guidelines.pdf
https://owlcyber.wpenginepowered.com/wp-content/uploads/2019/09/19-OWL-Utilizing-ANSI_ISA-62443.pdf
https://owlcyber.wpenginepowered.com/wp-content/uploads/2019/05/owlcyberdefense-market_securing-real-time-monitoring-bsee-compliance.pdf

