OWL

NETWORK SECURITY SOLUTIONS

National Grid Operator Protects
Plants and Secures Remote
Monitoring

(m]
1 4
g
-
<
Z
(=)
-
<
4
w
n
<
U
51
n
2

Company Overview

CASE SUMMARY: A National Grid Operator in South Asia operating a number of regional power
generation plants.

E\J[INDUSTRY:

""""" Electric Grid Cybersecurity Challenge
&l CHALLENGE: The Grid operator needed to securely move SCADA/historian information, files, alarms and
Maintain secure plants while transferring other adhoc data requests out of the power generation plants to remote users including the
production data to the Market Operator. market operator so real-time production decisions and adjustments can be performed. The
data needed to be transferred out of the secure plants without opening a threat vector into
@ SOLUTION: the plant.
A single OPDS-100 installed at each
plant to securely transfer eDNA REQUIREMENTS:
production data, alarms and adhoc files R X X .
to end-users outside of the plants. 1. Pr0Y|de a secure, one-way transfer of multiple data types from multiple sources over a single
device
g} BENEFITS: 2. Replicate eDNA servers in each plant to external eDNA servers accessible by market operator

Plants are now isolated and secured
from network cyberattacks. Single low
maintenance device in place with ability
for software license upgrades in the
future.

3. Support redundant eDNA servers

4. Ability to transfer multiple data flows (2 from historians, 3 for alarms and 1 for files) and multiple
protocols (eDNA replication via TCP/IP, FTP for alarms, RFTS for files) simultaneously

5. Have the ability to expand throughput as future requirements are identified and implemented
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Call 203-894-9342 or email Info@owlcyberdefense.com Our team is always available to meet your cybersecurity needs
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The OPDS-100 was selected to THREAT

protect the plants in three separate g " ﬂ If@JI

regions from network attacks and
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securely transfer data to end-users. . ] )0 ]
Itis a single, low maintenance ) ) Lol )
w ) ) | (( f )) | P (( f )) | MARKET
n device with an MTBF of 14+ years. 1 1 Lo 1 OPERATOR
<C Each device is configured to ! e NI !
1 EDNA EDNA 1 EDNA EDNA 1
u handle the various data flows, data : FILES ALARMS PRIMARY SECONDARY \ﬁ i V FILES ALAIRMS PRIMARY SECONDARY :
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3 requirements of the plant with 0 0 0
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future growth and expansion.
Deployment Results

1 Each plantin each region is fitted with a single, one-way
only OPDS-100

0
"”"E“"ET UPDS o 2 Allrequired traffic flows through the OPDS-100 in near real-

we @ time (single digit millisecond latency)

3 A “drop-box” was created for internal plant users to
automatically send ad-hoc data requests to external End-

OPDS-100 users
Owl Perimeter Defense Solution - 100

4 Redundant eDNA servers at each plant are replicated and
Self-contained 1U data diode, purpose-built for network accessible by Market Operator

segmentation and deterministic, one-way data transfer.
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5 ALl OPDS-100 devices are available for future expansion
projects now being designed

OWL G-

Owl Cyber Defense Solutions, LLC leads the world in data diode and cross domain network cybersecurity.
With a constant focus on customers in the military, government, critical infrastructure, and commercial
communities, Owl develops market-first, one-way data transfer products to meet a variety of operational
needs, from entry level to enterprise.

For more information on Owl, or to schedule a demo, visit www.owlcyberdefense.com
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