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The Owl Talon family of NERC-CIP compliant appliances comes standard 
with support for secure one-way file transfer(via a number of file-handling 
techniques), and the transfer of TCP packet & UDP datagram streams.  
Operators whose process control systems present these types of formats  
use the native capabilities of Owl Talon to transfer data out to business/
engineering networks securely. 

In the case of R*TIME data transfer, the one-way transfer of UDP datagram 
streams is the preferred method. Real-time database entries are sent to the 
Send-only server "side" of the Owl Talon 1U integrated platform. The UDP 
information stream is transferred via Owl Talon embedded DualDiode data 
diodes across the Owl non-routable protocol break to the Owl Talon Receive-only 
server "side," and on to a corporate network R*TIME replicate, again via UDP,  
for analysis, review and use.

Owl Talon Software Flexibility For R*TIME

Key Features
	→ Owl Talon linux operating system  
for transfer

	→ Security and reliability

	→ Non-routable protocol separation of 
networks with embedded data diodes

	→ Single 1U 19-inch chassis

	→ Simple, speedy configuration and 
operation

	→ Integrated platform functionality 
minimizes changes to legacy networks

	→ Minimal admin and maintenance costs 
reduces total cost of ownership

Easy-to-Use
The Owl software connector transfers 
database points, historical records—all 
with minimal startup configuration and 
administrator access. If the customer 
selects pre-configuration (supplying Owl 
with a copy of point records, and a network 
configuration), the transfer system is truly 
"plug-andplay."

The Owl Talon platform for electronic perimeter security natively supports the 
secure one-way transfer of Curtiss Wright R*TIME data capture and archival. 
R*TIME is a real-time data acquisition, display, and man-machine interface, 
and control system software program. R*TIME presents real time information 
that is meaningful and easily accessible. R*TIME provides access to menus and 
displays of real time and historical data through defined icons and pull down 
menus. The system provides the user with the ability to construct and use color 
graphic displays with trends (time, x-y and bar), alarms, logs, message files, and 
many other tools.

The Owl Solution
R*TIME® Support

Unmatched Ease of Use
Featuring a modern, web-based user interface, the Owl Talon software 
platform is extremely easy to use. In just minutes, you can configure 
your data flows from source to destination, getting you up and running 
faster than ever before. 

Talon 3 User Interface

Owl R*TIME Historian Support
Historian Support
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Owl Cyber Defense Solutions, LLC, headquartered in Columbia, MD, leads the industry in data diode and cross-domain network cybersecurity 
solutions for faster, safer and smarter decision making. We create solutions tailored for high-risk sectors including the military, government 
and critical infrastructure. Our advanced technologies enable secure, near-instantaneous collaboration, bridging network barriers to protect 
critical missions. With a focus on scalability and interoperability, Owl ensures that organizations can maintain secure, reliable, and compliant 
communication channels against evolving cyber threats. 

For more information on Owl, or to schedule a demo, visit www.owlcyberdefense.com

Standard Owl Talon Configuration
Standard units of the Owl single-chassis Owl Talon family are configured to support the concurrent transfer of files, 
TCP packets and UDP datagram streams. These Owl Talon products also support file transfer via Owl RFTS (trusted file 
movement across shared networks) and via common FTP, as well as secure transfer of syslog messages. Applications 
requiring specific transfer software are noted in the right column.

Files are filtered to meet file extension-type and executable checks. Standard Owl Talon products support the internal 
management of a wide variety of malware/virus filters and file content examiners—use licenses may be added to the  
base system.

The integrated servers within Owl Talon employ the CentOS Linux operating system, “locked down” from technical 
guidance taken from US governmentformulated Security Technical Implementation Guides (STIGs) and satify the  
Center for Internet Security guidance.

Technical Specifications
Case

19” 1U Rackmount Chassis with 4-wire 
PWM

Processor

1 x Intel Xeon 

Memory (RAM)
1 x 8GB DDR5 UDIMM
Primary Storage

1 x 128GB SATA SSD

Power Supply

1 x 300W Flex-ATX Power Supply – US 
Power Cord 
Input: 100~240 VAC 

Estimated Normal operating usage: 120 
Watts

Dimensions

Chassis Size: 
With Mounting Ears: 

482.6mm W x 257.1mm D  
x 44.4mm H

Without Mounting Ears: 

431.8mm W x 257.1mm D  
x 44.4mm H

Unit Weight: 
4.35 kg / 9.59 lbs.

Operating Conditions

10 - 35 C, 20% ~ 90% non operation 
humidity (non condensing)

Approvals/Certifications

NSA Authorization of the Radium PFD

Mounting

Rackmount ears + half-depth rackmount 
Sliding Rail Kit

Interfaces

Front: 
2 USB (3.0)

Rear: 
1 DB15 (VGA) 
2 RJ45 (1GbE), 1 dedicated IPMI 
2 Type A (USB3.2 Gen1) 
1 UID button, 1 UID LED

OTO Data Diode Card: 
2 RJ45 (1GbE)


